Get Ready for NEW US Privacy
Laws - Tools and Tips to Help
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Tonight’s Agenda

6:00 — 6:30 | Check-In & Networking
6:30 — 7:30 | Data Privacy Session
7:30 — 9:00 | Networking




Agenda

Introductions

US Privacy Trends

Tools & Tips for Compliance
Q&A

SIS
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Introductions

Robert Fowler, CIPP/US Kelley Walsh Omer Tene
Director of Strategic Partnerships Associate General Counsel Partner
Exterro New Balance Goodwin Procter LLP
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THE ONLY PLATFORM TO
BRING IT ALL TOGETHER

exterro
PRIVACY

X
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About the 2023 ACC Chief Legal Officers Survey

Created in collaboration with ey terro

= 892 CLO/GC Participants 2 fggACLHlEF
e Across 20 Industries OFFICERS

e 35 Countries SURVEY




Most Important Issues to CLOs Surround Data

CLOs rate Cybersecurity, Regulatory Compliance, and Data Privacy as the top
three issues based on a scale of 1 to 10 with 10 being very high importance.

DATA
PRIVACY

LITIGATION
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State Privacy:
Today and Future State



Global Expansion of Privacy Laws
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US State Privacy Legislation Tracker 2023

STATUTE/BILL IN
LEGISLATIVE PROCESS

. Introduced

. In committee
. In cross chamber

In cross committee

. Passed
. Signed
. Inactive bills
. No comprehensive bills introduced

¥) Last updated: 5/26/2023

ilapp



CLOs Expect Enforcement to Increase

How do you anticipate the volume of privacy regulatory enforcement
in your industry changing in the next 12 months?

2022 [ ——

60% 40%

67% 31% 1%

IT WILL INCREASE
IT WILL NOT CHANGE

IT WILL DECREASE
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Consumer Rights & Business Obligations

BUSINESS
OBLIGATIONS

CONSUMER RIGHTS

Right to access

Right to correct

Right to delete

Right to opt out of certain processing

Right to portability

Right to opt-out of sales

Right to opt in for sensitive data processing
Right against automated decision making
Private Right of Action

Notice/transparency requirement

Risk assessments
Use and retention limitation (Data Minimization)

Disclose data retention periods
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The Compliance Trifecta

Implement & follow through
on the privacy promises
made in your policies and
notices.

Make clear and transparent
statements about your
organization's privacy policies
and practices.

DATA
INVENTORY

PROVEIT

Be ready and able to
demonstrate compliance and

accountabil Ity. CONFIDENTIAL © 2023 Exterro, Inc. All rights reserved.






Essentials of Mitigating Data Risks

DATA
RETENTION &
MINIMIZATION

PRIVACY
RIGHTS
REQUESTS

LEGAL HOLD
PROCESSES

DATA

BREACH DISCOVERY
REVIEW L\
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Business Process: Human Resources | Employee Onboarding

DATA SUBJECTS

APPLICABILITY

PERSONAL DATA

COLLECTION

APPLICATIONS

DEPARTMENTS

LOCATIONS

THIRD PARTIES

RETENTION

PURPOSE

m Dependents/Beneficiaries | Employees - Current | Employees - Former | Prospects

s
u ~% * -

._ é i : @
Lﬁ‘ P

Social Security # | Drivers’ License # | Biometric ldentifier |
Aptitudes | Bank Routing # | Military Status | Certifications

D Scan

Y Employee Benefits | Employee Training | Facilities & Distribution |
.&. Plant Operations | Marketing | Payroll

0 =

Laptops File Cabinets

e,
£t . \ 0 |
o ¢ HKPA MatLifo

i
Drug Screening Records ==
Employee Document Submissions _ .  — - %
Payroll Records AUT BEL NLD ITA USA
7 Years 5 Years 5 Years 5 Years 7 Years

Background Checks

Provide Employee Benefits & Process Payroll

CONFIDENTIAL © 2023 Exterro, Inc. All rights reserved.

17



Over-Retaining Personal Data is a Liability!

Keep everything

forever!
KEY RISKS: /
Data Breach
Ransomware Attack Only keepwhat
Enforcement Action we need.
Litigation \Z
Class Action

THEN NOW
Consumer Requests

| rights reserved



Example of Data Retention & Remediation Approach

Data
Inventory

Developed in
45 to 60 days

Record Type Standards
Applications

Data Sources

Media Types

Locations

3rd Parties

Offline & Paper

Business Needs

exterro

Linked to }

Retention
Libraries

VN

Il

RETENTION
REGULATIONS

)

INDUSTRY
BEST PRACTICES

SCHEDULING
LOGIC

Finalize
Retention
Schedule

e
2]

DERE
Retention

Set Policies &
Safe Standards

By Business Function

Finance & Accounting

Human Resources

Quality Control

By Repository

Apply
The
Policies

@

Data
Discovery

Prioritize & Scan
Data Repositories

- Confluence

“=slack

Googl
Workspace

SAP ..
X snowflake
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Privacy Rights o



larmonize with Consumer Rights Requests

DELETEMY DATA

GIVE ME MY DATA

€03

A
a#v EXEMPTIONS h LEGALHOLDS

ﬁ RETENTION
REGULATIONS

PRIVACY RIGHTS
p. REQUEST 4

CORRECTMY DATA DON'TSELLMY DATA

Right to appeal or lodge a complaint. y
L N
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DSAR Workflow

¢ Login to Customer/

Employeee Account

VALIDATE

DATA SUBJECT
IDENTITY

4 Applications

% Third-Parties

¢ Unstructured Data

# Paper Records
SEARCH &
COLLECT

PERSONAL
INFORMATION

¢ Auto-Production
and Release

# Secure Portal
¢ Deletion Timelime

¢ Email Verification

4 3rd-Party ID
Integration

DELIVER
INFORMATION

=

GATHER
DSAR REQUESTS

ORCHESTRATE

APPROPRIATE FULL E-DISCOVERY

PROCESSES REVIEW AND
REDACTION In-application redaction
¢ Variety of methods # Configure Workflows and auto-redaction
¢ Keep Informed #® Ensure Consistency Proven for over a decade across
# Request Status ¢ Manage Timelines the Exterro Platform
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Consent Obliga . .



Consent Management

Smartphone & Tablet
Apps

Desktop
Websites

Centralized
Consent
Management

Text Messaging

Voice Command System
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Provide Clear & Transparent Privacy Notices

Privacy Facts

p

CCPA Opt-Out
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GIVE IT A TRY!
Scan QR Code

Or text:
xt

to
717.467.3214
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Q&A

/
Robert Fowler, CIPP/US Kelley Walsh Omer Tene
Director of Strategic Partnerships Associate General Counsel I?artner
Exterro New Balance Goodwin Procter LLP
Robert.Fowler@exterro.com Kelley.Walsh@NewBalance.com otene@goodwinlaw.com

FOR MORE INFORMATION VISIT:

_ X
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https://www.exterro.com/resources/data-subject-access-requests-dsar-guide/
https://www.exterro.com/resources/data-subject-access-requests-dsar-guide/
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